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Executive Summary
The Big Bolton Health Plan 2009 to 2014 has a triple aim of:
¢ Having a Healthy Population
e Providing the Best Health Care
e Delivering Value for money
The plan describes 9 goals to be achieved through 36 detailed work streams.

The plan recognises that along with others, Information Management and Technology is a
key underpinning enabler.

Best
Healthcare

Goals

Healthy
Population

Goals

Value for
Money
Goals

Information Management and Technology

It is important that the delivery of the Strategic Plan for NHS Bolton is not compromised
because of gaps in IM&T services. This new IM&T plan sets out a SMART programme of
work which, when delivered, will bring about significant improvements in the way we work as
an organisation and the way we deliver front line clinical services.

The diagram on the following page shows the key areas that this strategic plan will focus on,
leading up to 2014.
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Infrastructure
Management

Delivering

systemst? IM&T Management Information
enable service Governance
transformation

Providing
Business
Intelligence

IM&T Management

Central to the delivery of this strategic plan is the need to improve the way IM&T systems
and services are delivered. The IM&T programme has grown significantly and continues to
develop at a time when financial growth will become constrained. This means that we need
to find smarter ways of working and doing more within the same resource envelope. With
this in mind during the early part of 2010 a full review of all of our services will be undertaken
against the NIMM (NHS Infrastructure Maturity Model) with a view to becoming more
effective and efficient.

Infrastructure Management

In the same way that effective IM&T Management is at the heart of delivering a fit for
purpose IM&T function, infrastructure management is at the heart of delivering reliable and
usable IT systems. This plan sets out a programme of work that will enable the delivery of
key strategic and clinical information systems. In addition to architecting a truly resilient
network and server farm environment, this plan will introduce technologies that will improve
the way we communicate, collaborate and share information both clinical and non clinical.

Information Governance

Information Governance is the framework that brings together standards and best practice
that apply to the handling of information. Each year NHS Bolton is required to comply with
the National Information Governance standards. It does this by undertaking a self
assessment against the standards and putting in place improvement plans to address any
gaps. Over the last year there has been much emphasis on improving Information Security.
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This strategic plan describes how we will continue to develop information security standards
and how it is very much a responsibility of all staff within the organisation. This plan also
describes other key aspects of Information Governance that will underpin the safe delivery of
integrated care records.

Providing Business Intelligence

Our aim is to establish systems and processes to make sure that information is collected as
a bi-product of operational systems. Rather than increasing the burden of data collection, the
intention is to prevent duplication of effort whilst adding value by providing increased
reporting and business intelligence capability. This is consistent with central Government
requirements to reduce the burden of data collection by 30%.

This plan describes how we aim to deliver data warehousing and visualisation technologies
and provide timely business intelligence systems through portal technologies such as
Microsoft SharePoint.

Delivering Systems To Enable Service Transformation

This programme of work will deliver for NHS Bolton a range of integrated clinical information
systems, at the heart of which is Lorenzo Regional Care.

The diagram below gives a high level overview of how the service will be structured.
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The delivery of this model will take approximately 4 years to complete. NHS Bolton will be
taking the first release of Lorenzo Regional Care in September 2010. As functionality is
released to the NHS we will begin to build a fully integrated NHS Care Records Service
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available at the point of care whether that is in the patients home; in general practice; within
a hospital environment or other care settings such as intermediate care.

We have not underestimated the work involved in delivering this programme and recognise
that we have significant challenges ahead in bring about this transformational change.

Our vision for the end of 2014 is to have:

e A completely resilient and cost effective Network and Server Architecture with the
latest technologies in place to ‘plan out’ the risk of IM&T disasters occurring and to
respond rapidly to the demands of NHS Bolton.

e Improved significantly our Carbon Foot print by becoming smarter about the
technologies that we deploy.

o Established secure wireless network points in all of our clinical locations providing
greater flexibility and enabling improvements in the way staff work and deliver care.

¢ Deployed mobile devices to those clinical teams that need them to support direct
patient care and to improve the patient experience and outcomes.

e Made a leap from managing fragmented paper based systems to a state where
Electronic Patient Records are truly integrated and available across organisational
boundaries.

e Established Summary Care Records for all patients who would like one.

e Putin place technologies to support the redesign and documentation of at least 75%
of Care Pathways with the aim of generating savings to be re-invested in improving
the care of people in Bolton.

o Established systems to ‘deliver’ timely business intelligence to managers and
clinicians through the introduction of new Data ware house and visualisation
technologies.

o Made significant improvements in the way IM&T services are delivered and managed
through a programme of systematic improvements driven by standards set out in the
NHS Infrastructure Maturity Model.

o Ensured that we maintain compliance against the requirements of the National
Information Governance standards.
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The key drivers behind this strategy

In meeting our Vision for 2014, we will be supporting the delivery of the Strategic Plan for
NHS Bolton.

However, there are a number of other drivers that we have taken account of when
developing this plan. These drivers, although not exhaustive, are shown and described
below:

National Programme for IT

Delivering 21% Century IT Support for the NHS identified IT as a key enabler to delivering the
NHS Plan, out of which the National Programme for IT (NPfIT) was born.

One of the key aims of the National Programme for IT is to develop an electronic patient
record for every patient in England which is securely accessible wherever and whenever
required.

The National Programme for IT, has a number of deliverables which include:
e Integrated Care Records Service
e An Electronic prescription service
¢ Electronic Booking of appointments, known as Choose and Book
e Underpinning IT Infrastructure (N3 — New National Network)

¢ Medical Imaging Software (PACS — Picture Archiving and Communications System)
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¢ Performance Management of Primary Care (QMAS — Quality Management and
Analysis System)

e Central Email and Directory Service (NHSMail)

This plan sets out work that we have already commenced and plans we have in place to
deliver some key clinical information systems.

The NHS Plan

The NHS Plan sets out a strategy of modernisation for the NHS and aims to deliver a health
service that is fit for the 21% Century, with services designed around the needs of the
patients.

The NHS Plan aims to provide prompt, convenient, high quality services from a range of
providers that patients will be able to choose from. In order to achieve this, our IM&T
systems must be capable of crossing organisational boundaries whilst at the same time
remaining secure in order to protect the patients right to confidentiality.

The NHS Operating Framework and the National Local Ownership Programme.

The NHS Operating Framework for 2009/10 outlined the need for informatics planning with
Board level ownership and support to deliver information enabled service transformation.
The guidance was clear that informatics planning should not be a stand-alone activity but
should be an integral part of service transformation planning.

During 2007, David Nicholson announced the NPfIT Local Ownership Programme (NLOP),
which dissolved the 5 clusters and devolved responsibility for the delivery of the programme
to the ten English NHS Strategic Health Authorities. Under the NPfIT Local Ownership
Programme the commissioning Chief Executive is the Senior Responsible Officer for the
National Programme for IT within the local health community.

It is intended that this plan will respond to changing requirements outlined within the
operating framework and will be amended accordingly on an annual basis.

World Class Commissioning

World class commissioning will be the key vehicle for delivering a world leading NHS,
equipped to tackle the challenges of the 21st century.

People are living longer, their lifestyles and health aspirations are changing, and the nature
of public health and disease is evolving.

By developing a more strategic, long-term and community focused approach to
commissioning services, where commissioners and health and care professionals work
together to deliver improved local health outcomes, world class commissioning will enable
the NHS to meet the changing needs of the population and deliver a service which is
clinically-driven, patient-centred and responsive to local needs.

In his interim review, Lord Darzi drew out four overarching themes for the NHS over the next
10 years. He described the vision of a health and care system that is fair, personalised,
effective and safe. World class commissioning will be central to achieving this vision.
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It is clear that timely business intelligence will need to be at the heart of supporting
commissioning decisions in Bolton as will be the requirement to have in place fully integrated
records available at the point of care.

A Patient-Led NHS

Commissioning a Patient-Led NHS introduced change for PCTs with a clear distinction
between the commissioning of services and their direct provision. This model is reflected in
the configuration of the NHS Bolton with a greater separation between its commissioning
and provider services.

Making use of information systems and technology becomes essential if we are to ensure
that appropriate and effective models of care are commissioned and provided for the
population in Bolton, requiring:

e Understanding of the health needs of the population served

e Modelling and forecasting the demand for and delivery of services

e Understanding the impact on reducing demand for secondary care and the
relationship between primary and secondary care (e.g., referral patterns and activity
volumes)

e Information to support Practice Based Commissioning

e Performance management through contracts with all providers, including the
independent sector

e Performance management and monitoring of the delivery of targets and quality
indicators

e Delivery of clinically effective services

High Quality Care For All

‘High Quality Care for All’ sets a new foundation for a health service that empowers staff and
gives patients choice. It describes how healthcare will be personalised and fair, will include
the most effective treatments within a safe system, and will help patients to stay healthy.

This report sets out a vision of an NHS ‘that gives patients more information and choice,
works in partnership and has quality of care at its heart'.

This vision is structured around four main themes:

* high-quality care for patients and the public — an NHS that works in partnership to
prevent ill health, providing care that is personal, effective and safe

e quality at the heart of everything we do — high-quality care throughout the NHS

« freedom to focus on quality — putting frontline staff in control

IM&T Strategic Vision for 2014 Page 11 of 78 Chris Russ



IMTSTRATO02 v1.0 2010

» high-quality work in the NHS — supporting staff to deliver high-quality care.
Transforming Community Services

NHS Bolton is underway with achieving a state of readiness for the separation of the
Commissioning and Provider functions. The IM&T department has already produced and
agreed a Service Level Agreement which outlines the IM&T Services that will be provided
together with the associated costs.

In developing this new strategy the Provider Committee have been consulted and have
adopted this strategy as fit for purpose for achieving their business requirements

Health Informatics Review

Lord Darzi's NHS Next Stage Review highlights the challenge of ‘health in an age of
information and connectivity’ The need for information is a recurring theme throughout the
report. Patients and the public need information to make choices and clinicians, researchers,
planners, managers and regulators need it to improve services.

The review outlines the informatics requirements of the NHS Next Stage Review, including
the information technology, processes, analytical tools and techniques, governance and
skills needed.

The report considers a number of important issues which have been considered in designing
this plan and its programme of work, examples would include:

» Increasing confidence in systems deployed, confidence for clinicians and the public
that they are secure.

» Improving the use of information and ensuring that data quality is good

e The development of useful Clinical Dashboards for clinicians and information portals
for staff.

The above has been accounted for in the development of this strategic plan.
Our Health, Our Care, Our Say

The Department of Health white paper ‘Our health, our care, our say’ recognises how the
alignment of health and social care and better integration and co-ordinated joint working by
PCTs and local authorities could improve services delivered to patients, their carers and the
public, that is tailored to individual need.

It introduces the concept of an integrated health and social care record by 2010. Although
the details of this shared record have not yet been established, NHS Bolton will work with its
partners to gain a fuller understanding of the benefits of this integration and to identify ways
in which this provision can be improved and IM&T plans strategically aligned to support
pathways of care across organisational boundaries.
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QIPP (Quality Innovation, Productivity and Prevention)

QIPP needs to become woven into the NHS’s DNA, and efficiencies come from the

avoidable use of NHS resources, effective partnerships and best practice.
(Mike Farah, Chief Executive, NHS North West)

In response to the QIPP agenda, NHS Northwest has set out a strategic informatics
framework designed to offer significant benefits to support improving Quality, encouraging
Innovation, increasing Productivity and enabling Prevention.

The framework sets out the top ten ways to contribute to QIPP using Information
Technology.

¢ Map of Medicine

e Care Records including electronic prescribing
e Mobile working

o Working with partners

e Voice to text

e Collaboration tools

e Patient Services

e Telehealth/telecare

e Data to Intelligence

¢ Technology management

Consideration has been given to these areas in developing this strategic plan.
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IM&T Management

The range of services provided by the IM&T e

department at NHS Bolton is large and varied. It is
therefore extremely important that appropriate
standards and controls are implemented that
govern how these services are delivered.

Current Position transformation

Over the years the department has seen standards
evolve in a wide range of areas including:

Management

Delivering
systemsto
enable service

IM&T Management

Governance

Providing
Business

Information Security (1ISO27001) Inteligence

Project Management (PRINCE2)
Programme Management (MSP)
ITIL (Information Technology Infrastructure Library)

NIMM (National Infrastructure Maturity Model

The above are just a few of the standards and controls that are being adopted to ensure that
we deliver a ‘fit for purpose’ service.

Service Delivery and Service Management

During 2008 we were receiving a number of complaints from staff who felt that the overall
quality of service being provided by both first and second line teams was not in line with local
expectations.

We have listened carefully to the concerns raised and responded by introducing new
systems, processes and procedures in line with ITIL best practice to ensure that we are
much more responsive to the demands of users.

We now:

Monitor call volumes and response times
Answer 80% of all calls within 30 seconds
Answer 95% of all calls made to the department.

Record detailed notes of all fixes applied to each device on our asset management
system in order to inform visiting engineers of previous problems and fixes applied.

Monitor and respond to electronic feedback from customers in order to inform our
programme of continuous improvement.
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Project and Programme Management

This has been a rapidly expanding area for the IM&T department over recent years as the
number of projects managed has grown.

Standards such as PRINCE2 and MSP (Managing Successful Programmes) are used
across the department to take forward some of our larger and more strategic projects such
as Lorenzo Regional Care and the Summary Care Record.

The department now has 12 staff members who have either achieved PRINCE2 Foundation
or Full Practitioner status. These skills are necessary when working with our Local Service
Provider CSC (Computer Science Corporation) in implementing NPfIT systems.

Information Security

The IM&T department has a dedicated Information Security Officer who has led us through
the challenges given to us by the department of health to improve the security of personal or
patient identifiable data.

There have been various measures introduced to significantly improve the security of data
and systems, these have included:

e Encryption of Laptops, also extended to desktop PCs

e Implementation of an Encrypted email solution to protection necessary data transfers
containing personal information.

e Limitations on devices that can connect to USB ports, encrypted memory sticks have
also been introduced.

e Encryption of Blackberries

Work has also commenced on supporting information asset owners in developing business
continuity plans as well as the provision of regular training sessions offering best practice
guidance for all staff.
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Where we are heading

The IM&T department aims to develop a culture of learning and continuous improvement.
This serves two purposes, firstly it benefits the organisation in that we are more able to
respond to the changing requirements of the organisation and secondly it provides an
environment in which staff can develop and nurture their own careers within IM&T.

In order to build this culture, we should be challenging ourselves, our methods, approaches
and attitudes and striving to achieve excellence.

We intend to take advantage of the standards outlined with the ITIL (Information Technology
Infrastructure Library) and the NIMM (NHS Infrastructure Maturity Model) to build a 21*
Century IM&T department delivering 21 Century services.

The NIMM will become the catalyst for change within the department. The NIMM has five
capability maturity levels as shown below:

The NHS Infrastructure Maturity Model
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Our target is to achieve level 5 status by the end of 2014 but in doing so we need to
understand where we are falling short. By February 2010, a full review of our capabilities
against the NIMM will have been undertaken.
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The NIMM uses two Taxonomies, business and technology, which will be used in the self
assessment.

Business
-
Governance
Procurement
Financial Management
Business alignment
People and skills
Principles Standards Procedures Guidelines

Governance

We will undertake an assessment of how well the IT infrastructure is governed and how this
fits into the overall governance structure for IT.

Procurement

We will undertake an assessment of how effective the procurement of infrastructure products
& services is and how well we manage our suppliers.

Financial Management

We will consider how the business value of IT infrastructure is evaluated and how well TCO
and ROI are understood. We will also review our approach to benefits realisation, business
case development and gaining organisational ownership of IM&T projects.

Business Alignment

In this area we assess the alignment between the business needs and the IT infrastructure.
In doing so we will consider how stakeholders from the business are represented in the
needs analysis for developing new infrastructure services. We will then go on to consider the
key performance indicators in place to measure how well the IT Infrastructure is aligned to
the business goals.

People & Skills

This area will focus on improving our capacity and capability. We will assess whether the
teams delivering the supporting infrastructure services have the right skills and are being
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used in the most effective way. Where gaps are identified these will be addressed in order
that we can improve and become more effective in delivering IM&T services.

Principles, Standards, Procedures & Guidelines

We will undertake an assessment of the administrative principles, standards, procedures
and guidelines that are in place to support the delivery of infrastructure services. We will look
at the automation of processes to reduce costs and improve quality and how we measure
this improvement. Consideration will also be given to how we make use of best practice tools
such as, TOGAF, MSP, Prince2 and Management of Risk.

Technology

The second Taxonomy that we will assess ourselves against is Technology. There are
seven categories in the technology taxonomy of the NIMM, these are detailed below:

Patterns & Practices

End User Devices
Common Applications & Services
Operating Systems
Infrastructure Hardware Platforms

Network Devices & Services

IT Security & Information Governance

Patterns & Practices

In this area we will review the use of best practices, such as the ITIL framework, to create
and deliver infrastructure services. We will review our approach to:

e Availability Management

¢ Change Management

e Configuration Management

e Release Management

¢ Problem and Incident Management
e Service Desk Management
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Capacity Planning and Management
IT Service Continuity Management
Service Monitoring

End User Provisioning

Software Asset Management

Patch Management

Testing

IT Security and Information Governance

2010

We will review and make improvements to technology, relating to authentication and access

controls to both systems and information. The scope will include:

LAN, WAN and Remote access security policies

Directory of Services

Single Sign on

Identity management

Data security

End point security

Antivirus and Malware Protection

End User Devices

A review will be undertaken of our approach to delivering end user devices e.g. PCs,

Laptops, Thin Client Devices, PDAs etc. Clear guidance should be in place as to which
devices should be deployed and how this device should be configured. In doing so we will
need to consider a number of factors such as what the device will be used for, the usability
of the device, the total cost of ownership and the impact on the security of information held.

Common Applications and Services

This assessment will help us understand how we can deliver a better a range of ‘Common

Applications and Services’ In particular we will focus our attention on:

Electronic messaging
Calendaring and Scheduling
Unified communications
Collaboration

Knowledge Management
Remote User Access

Electronic Software Distribution
Enterprise Content Management
Enterprise Search

File and Print Services
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Operating Systems

We will undertake a review and aim to standardise on a number of operating systems, this
review will encompass:

e PC Operating Systems

e Operating system configuration management
e PC applications virtualisation

e Operating system virtualisation

e Server provisioning

Infrastructure Hardware Platforms

A review will be undertaken against the NIMM of our approach to the management of
hardware platforms used to deliver IM&T services. The review will encompass:

e Server Consolidation

e Server Virtualisation

e Storage Virtualisation

e Data storage management

e Power and Cooling

e Infrastructure Hardware Configuration Management

Network Devices and Services

During this part of the review we intend to look at the management and provision of devices
and services that provide networking capabilities, in particular the review will focus on:

e Wireless LAN and PAN

e Fixed LAN

e Local Network Services e.g. VolP, email, printing, SharePoint Services and Intranet
e Standards pertaining to network cabling

¢ LAN Configuration Management

e Network Security.
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Our Aspiration as a Department
We aspire to fit the following organisational definition:

“Organisations at level 5 will have a dynamic infrastructure recognised as the catalyst
for technical innovation. The executive team and other senior stakeholders recognise
the strategic value that their IT infrastructure provides in helping them to achieve their
stated goals efficiently.

Costs are fully predictable; there is a close partnership culture between executive,
business stakeholders, users and IT.

Collaboration is viewed as a core infrastructure service that enables knowledge
sharing between users across traditional organisational boundaries. Mobile users
have ‘near on-site’ levels of service and capability regardless of device and location.

Processes are fully automated, often incorporated into the technology itself, allowing
IT to be alighed and managed according to the business needs.

There is a programme of investments in innovative technology yielding specific, rapid
and measurable benefits for the business. There is a culture of innovation, working in
partnership with stakeholders across the organisation.

A document detailing the collaboration and knowledge sharing strategy exists that is
embedded in the business strategy. Framework and tools enable learning before,
during and after projects. Organisational knowledge is easy to find, easy to retrieve
and re-use, it is constantly refreshed and distilled. Relevant knowledge is pushed to
those that want it.

The IT infrastructure is seen as being secure, open and able to stimulate new ideas.
There are no hard-wired inhibitors enabling the business to engage with specialist
and niche organisations to develop new ways of working in order to meet long term
and strategic objectives.”

MILESTONE 01
By June 2010 a full review against the NIMM will have been completed with
improvements plans in place across the IM&T department.

MILESTONE 02
NIMM level 5 to be achieved by June 2014
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Infrastructure Management

The NIMM will be a catalyst for modernising the
IM&T Management functions of the department

and will also drive a number of changes to the Wonsgement
design of our technical architecture.

During 2008 we commenced a two stage review of
our Network and Server Infrastructure.

Delivering
systemsto
enable service
transformation

IM&T Management

It was clear from this review that we needed to
make improvements in order to address a range of
issues which included:

Information
Governance

Providing

e A limited ability to protect business Bunes
continuity which is critically important in all
areas of NHS Bolton business.

e Limited resilience on both our Network Infrastructure and our server farms

e A need to proactively grow our technical capability to meet both the current and
future needs of the organisation

¢ A need to have a clear disaster recovery strategy and an ability to minimise system
and service down time.

From this review, two key projects were born that are planned to be completed in 2010.

Project 1 — COIN (Community of Interest Network)

NHS Bolton has approved a project to re-procure our existing COIN and ‘design out’ critical
areas of risk such as:

¢ Having two N3 connections from the same building, terminating at the same
exchange which if failed would remove access of National applications for all staff
connected to the COIN

e No secondary back-up lines in our Health Centres

¢ Increasing performance issues for GP who have their own N3 connection operating
from NHS Bolton premises.

IM&T Strategic Vision for 2014 Page 22 of 78 Chris Russ



IMTSTRATO02 v1.0 2010

The diagrams below provides a view of what we are moving from and what we are moving
to.
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Benefits to be delivered

= Continuity of access to National Services and applications by provisioning two N3
connections to separate exchanges.

= Continuity of access to NHS Bolton provided applications and services by introducing
a second network link to all Health Centres.

= |Improved resilience and security for GP practices connected to the COIN. NHS
Bolton security policies and patches can be better managed and deployed.

= Enables GP Practices to join our IP Telephony system offering financial saving to
both NHS Bolton and GP Practices.

= Allows us to introduce new technology to significantly reduce landline to mobile calls.

= Introduces revenue savings over the existing COIN
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» Provides the necessary infrastructure required to support new clinical systems such
as LRC

MILESTONE 03
Completion of the coin is expected to be achieved in March 2010.

Project 2 — Server Virtualisation

Since the production of the 2006 IM&T Strategic Plan the Server Farm at NHS Bolton has
grown significantly as the organisation has expanded its range of services and functions.

This has had a significant impact, in that the main server room at St Peters House has
reached its capacity. In response to this we established a second server farm at the new
Breightmet Health Centre in order to introduce some degree of resilience and mitigate
against other risks, in particular power and cooling. The Growth of the organisation has also
presented challenges to us in meeting the demands for storage with limited resources.

Having considered the journey ahead of us, a more proactive and less reactive approach is
to be adopted to ensure that we have a reliable server architecture that will complement our
COIN, and deliver for NHS Bolton a truly scalable infrastructure to underpin our systems and
services.

In September 2009 the NHS Bolton Management Team approved a scheme to re-build our
server farms using ‘Virtualisation’ Technologies.

The diagram below provides a high level view of the proposal that was presented.

VMware
Site Recovery

“Manager
Production I DR Site
Site -
o //r{ ——
Iy s =@ &ty SN
— R

" BOMONPCTDORTAN 0

-
. NetApp Syncmirror =/l
[ ————— Asynchronous

Replication MSL Autoloader
or Taps

Benefits to be delivered

e Protecting Business Continuity
0 This solution aligns itself to our vision to ‘design out’ risk

o Designed to ensure that system unavailability does not occur
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o Enables an ability to rapidly switch between the main production site to the
DR site.

o0 Provides us with the ability to test system failover and practice DR recovery
procedures.

0 Storage is no longer seen as a risk.

0 The system is expected to meet our requirements for a minimum of 3 to 5
years and is scalable to address growth.

e In addition to underpinning the business of NHS Bolton, this will enable the delivery
of some key strategic projects including:

0 Lorenzo Regional Care (24 Hours access required)
o Data warehouse and business intelligence systems
o0 Deployment of SharePoint as a strategic collaboration tool
¢ Enables us to meet our IM&T SLA agreement with Provider Services.

e Improves IM&T Productivity, in that it takes approximately 1 hour to commission a
server compared with 20 hours under the current configuration

o We will see an 83% reduction in power and cooling costs supporting our drive to
become a ‘greener’ organisation

e There will be a greater ROI (Return on Investment) in that there will be a better
utilisation of memory, processor power and storage compared with traditional servers
where all of these components are attached.

MILESTONE 04
Completion of server virtualisation is planned for March 2010

Use of Mobile Technology

Under the section ‘Enabling Reform’ we describe the Lorenzo Regional Care project as our
central clinical information system.

It is also acknowledged that the deployment of this system will occur in stages with the Care
Management module expected to be deployed in October 2010. Shortly after the deployment
of Care Management, clinical functionality will begin to be made available, requiring us to
have mobile technologies in place to support clinical teams in updating the records of patient
who are seen outside of NHS Bolton premises.

These technologies need to be identified and available to support deployment from
November 2010. In identifying solutions our team of Technicians will work alongside
colleagues across the Greater Manchester SHA footprint to ensure we take advantage of
economies of scale and have a robust business case that underpins a decision to invest.
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Benefits to be delivered

e Improved access to information to support quality of care and better outcomes
e Productivity improvements, less of a requirement for clinicians to return to base.

¢ Reduces the risk of paper records becoming lost.

MILESTONE 05
Mobile solutions to be identified by November 2010

Introduction of Wireless Technologies

NHS Bolton has begun testing wireless technologies and is currently determining the best
solutions to put in place that will support our longer term requirement.

It is planned that by November 2010, wireless technologies will be in place across all of our
Health Centres and other buildings such as St Peters House and Huntingdon where
appropriate.

Benefits to be delivered

e Supports the increased use of mobile devices as Lorenzo Regional Care is deployed
o Provides greater flexibility and enables clinicians to hot-desk more freely.

e Provides an improved service for managers to access network and system resources
whilst away from their normal place of work.

MILESTONE 06
Wireless technology in place by November 2010

NHS Bolton Computing to be Greener

NHS Bolton is looking to reduce the total cost of ownership for IM&T whilst not impacting on
the quality of service it delivers.

There are various ways in which this can be achieved that will be pursued throughout the
life of this strategy:

¢ Virtualisation of our server farm will immediately bring power, cooling and emission
savings. Power and cooling costs alone will be reduced by 83%

¢ NHS Bolton will continue to pursue its strategy of introducing ‘Thin Client’ Citrix
devices where appropriate as these not only last longer than PCs, they fail less
frequently and use less power.
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¢ NHS Bolton has introduced technology to enable remote fixing of problems from
within the IM&T department. This means less travelling for engineers, a reduction in
fuel use and emissions and, importantly, a faster resolution for users.

MILESTONE 07
Over the life of this strategy, we will aim to reduce the number of printers in use by
50%, encouraging users to share resources, and print less.

MILESTONE 08
NHS Bolton will continue to encourage those GP practices that have not yet transferred
to a hosted solution to do so by the end of 2010.

Desktop Software

Following the recent introduction of a new ITIL Software Management System in 2008, we
have been focussing on building a full database of all IM&T assets. This system has been at
the heart of a number of changes we have been making to improve our service management
and service delivery standards. The next stage for us is to ensure that we have in place a
standard desktop software build across all PCs, Laptops and ‘Thin Client’ devices in NHS
Bolton.

Benefits to be delivered

o Improved levels of technical support, not having to remember multiple ways of doing
things.

e Trainer's knowledge becomes focussed on one set of applications resulting in a
better experience for the end user.

MILESTONE 09
Office 2007 is to be deployed across all personal computers and thin client devices by
the end of 2009.

MILESTONE 10
Windows 7 to be deployed across all PCS and Thin Client devices by the end of 2010

SharePoint

Microsoft SharePoint when deployed alongside Office 2007 will provide a range of valuable
capabilities that will help improve our effectiveness by accelerating shared business
processes, and facilitating information-sharing across boundaries for a better business
insight.

SharePoint is already being used to provide the visualisation layer for the clinical dashboard
pilot that was initiated in 2009. Additionally SharePoint is to become the visualisation layer
for business intelligence systems that will begin to be deployed in the early months of 2010.
(See the section headed ‘Providing Business Intelligence’)
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The diagram overleaf provides a summary of the functionality within SharePoint that we
intend to exploit over the life of the new strategy.

Improving
Business Business
Processesusing Intelligence
electronic forms

Enterprise K

Content o

Collaboration

Management ;
.v"’fr-

Enterprise Information
Search Portals

In implementing SharePoint we will be responding to one of the requirements outlined within
the Health Informatics Review. (Section 7.3 — Information to Empower Staff)

“The NHS Next Stage Review highlights the need to support NHS staff in delivering first
class quality of care through education and training and through access to knowledge and
information. Currently, NHS staff access many different internal information and IT systems
to do their job. This wastes time searching between systems for relevant information.”

It is intended that by implementing SharePoint, we will support improvements in this area.

SharePoint will provide functionality to:

e Improve internal communications
¢ Deliver reliable information and business intelligence
o Improve the ability of staff to collaborate more effectively
o Deliver productivity benefits.
MILESTONE 11

SharePoint delivered to the desktop of all staff by June 2010

MILESTONE 12
Business Intelligence reports start to become available via Share point from June 2010.

MILESTONE 13
The use of Share point for internal collaboration commences in June 2010.
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IP Telephony

The IM&T Strategic Plan (2006 to 2008) identified the opportunity to use our data network to
carry telephone calls, and stated that we would implement this across all sites within a 2
year period.

This was achieved, and since implementing this solution, NHS Bolton has benefited from the
savings that it brings.

We further acknowledge that we have yet to tap into wider functionality now available to us
as a result of our investment to date.

Over the next year we will investigate further how IP Telephony can support the delivery of
increased productivity, whilst delivering further cost reduction opportunities.

MILESTONE 14
Report outlining wider benefits that can be delivered from the IP Telephony project to
be produced by April 2010

Active Directory

Active Directory is a central component of the Windows platform and provides the means to
manage the identities and relationships that make up network environments.

At the time of producing this report, a review of its security and usage is currently underway
which will inform our wider development and improvement plans.

At this early stage, we have acknowledged that we need to improve the accuracy of the
‘User Data’ held and will be introducing software that will force users to review and amend,
where appropriate, their personal information.

By taking this simple step we will very quickly develop a full and accurate directory of every
user, including key information such as:

Name

Job Title

Location
Telephone Number
Mobile Number

This valuable information will then be searchable through a SharePoint portal and via the IP
telephones that every staff member now has access to.

MILESTONE 15
Implement the recommendations of the Audit Review during 2010

MILESTONE 16

Introduce Smart Software to link Active Directory to SharePoint and IP Telephony
systems
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General Practice IT

NHS Bolton has a responsibility under the GMS contract to ensure that its IT infrastructure
and clinical systems continue to remain fit for purpose.

NHS Bolton takes this responsibility seriously and seeks to ensure that a more pro-active
approach is taken to the management of IT across its 56 practices.

With this in mind a full review of the IT Infrastructure across all practices will be conducted
and where equipment needs to be replaced, it will be.

All general practice IT assets will be added to our service management system in order to
inform future investment planning decisions and to provide a better overall IT service to our
system users.

Benefits to be delivered

o Systems are replaced before and not when they fail.
e A sound infrastructure will be in place to support NPfIT systems and services.

¢ Clinicians will be more inspired to adopt new technology in order to support better
care and to improve outcomes.

MILESTONE 17
Review of all practice hardware to be completed by the end of February 2010

MILESTONE 18
All practice assets including configuration to be recorded on the service management
system by March 2010

MILESTONE 19
Investment plan for 2010/11 to be developed and implemented by December 2010

Video Conferencing

Video conferencing facilities if implemented correctly present NHS Bolton with opportunities
to reduce business expenses whilst at the same time increasing productivity. With advances
in technology, video conferencing is becoming increasingly accessible to everyone, it is no
longer confined to a boardroom function.

Many senior managers spend a great deal of their time in meetings which may not always be
productive. Video Conferencing could provide NHS Bolton with the opportunity to release
some of the non productive time to be used more effectively.

In considering the case for Video Conferencing we will not only cover the corporate
opportunities and benefits, but those that can be attributed to clinical care i.e. remote
diagnosis.
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MILESTONE 20
The business case for Video Conferencing to be tested by June 2010

Development of New Health Centres

Over recent years the IM&T department has played a key role in enabling the transfer and
establishment of services across into new state of the art Health Centres including
Breightmet, Crompton and Waters Meeting Health Centres.

During 2011, the IM&T Department will be heavily engaged in supporting the delivery of the
new DTC (Diagnostic and Treatment Centre) currently planned to be open in February 2012.

Additionally, a number of other new Health Centres have been prioritised subject to funding
agreements. These are:

Avondale
Farnworth
Great Lever
Little Lever
Horwich

West Houghton

Should these schemes be given the go-ahead the IM&T department will ensure that all IT
Infrastructure and systems are in place to support both clinical and back office functions.

MILESTONE 21
IT Infrastructure work in place and tested for the DTC by February 2012

Responding to Technical Evolution

Whilst implementing this Infrastructure Plan we will develop and maintain an awareness of
how technology in the industry is developing and the strategic, operational or cost saving
opportunities that could be realised for NHS Bolton an example of which would be ‘Cloud
Computing’, providing ‘software as a service’ set to be one of the biggest developments that
could transform some of the functions of IM&T department globally.
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Infrastructure Management — Milestone Plan

30/06/2010
30/04/2010 Sharepoint for collaboration begins
Report into wider IP Telephony benefits completed

30/11/2010
Wireless Networks in place

30/11/2010
Mobile solutions to support LRC Identified

30/06/2010
Sharepoint Portal Delivered to all deskto

29/02/2012
DTC IT Infrastructure in place

31/03/2010
Virtualisation of Servers Complet
31/12/2014
01/10/20Q9 - 30/06/20(10 Printer Estate reduced by 50%

Improvements tq Active Difectory

D
I ? I T T T
01/0 ZOlE 01/01y2011 01/01/2012 01/01/2013 01/01/2014
03/08/2009 31,’14/2014
vV
01/03/2010 - 31/12/2014
NIMM Improvement Plan Implemented

31/12/2009

Deployment of Office 2007 Complete 31/12/2010

All GP Systems Hosted

31/03/2010
COIN Netwprk Completed 30/06/2010
Video Conferencing Business Case
31/12/2010
31/03/2010 Windows 7 becomes standard OS
Qiew & Asset Practice Hardware
30/06/2010

First Business Intelligence Reports through Sharepoint
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Information Governance Toolkit

Information Governance is the way by which the
NHS handles all of its information, in particular the
personal and sensitive information of patients and
employees. It provides a framework to ensure that
personal information is dealt with legally, securely, oelverne

efficiently and effectively, in order to deliver the best b sece
possible care.

The Information Governance framework brings
together standards and best practice that apply to
the handling of information. The Framework has
four fundamental aims:

o To support the provision of high quality care by promoting the effective and

appropriate use of information.

e To encourage responsible staff to work closely together, preventing duplication of

effort and enabling more efficient use of resources.

o To develop support arrangements and provide staff with appropriate tools and

support to enable them to discharge their responsibilities to consistently high

standards.

e To enable organisations to understand their own performance and manage

improvements in a systematic and effective way.
The framework currently encompasses the following:

Data Protection Act 1998

Freedom of Information Act 2000

The Confidentiality Code of Practice
Records Management

Information Quality Assurance
Information Security

Information Governance Management

Each year, trusts across England are required to undertake an assessment against the
National Information Governance Toolkit and each year new requirements are added in

order to ensure that trusts have a programme of continuous improvement.
The tool kit has focused on the following areas for the last two assessments:
¢ Clinical Information Assurance
¢ Confidentiality and Data Protection Assurance
e Corporate Information Assurance

¢ Information Governance Management
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¢ Information Security Assurance
e Secondary Use Assurance

The table below provides the scores of the final assessment that was achieved in March
2009 and the base-line assessment score achieved following the 2009/10 additions.

Area Tested Final Results 2008/09 Interim Results 2009/10

Clinical Information
Assurance

50% Amber 58% Amber

Confidentiality and Data
Protection Assurance

Corporate Information
Assurance

Information Governance
Management

Information Security 69% Amber
Assurance

Secondary Use
Assurance

Work is underway to improve in particular, the scores for ‘Clinical Information Assurance’
and ‘Information Security Assurance’. In March 2010 a final assessment will be conducted to
assure ourselves that the areas where weaknesses have been identified have been
addressed.

It is clear from the requirements that ‘Information Security’ has been very much in the spot
light. The toolkit made it clear that we needed to have in place a ‘Senior Information Risk
Owner’ (SIRO), who operated a board level and was ultimately responsible for all information
risks across the PCT and in general practice. The Director of Finance carries this
responsibility.

In addition to the creation of the SIRO, there is also a requirement to establish a network of
‘Information Asset Owners’ (IAO) who will undertake the day to day responsibilities
associated with the security, protection and management of data.

The IM&T department will co-ordinate the establishment and training of all Information Asset
Owners.

MILESTONE 22
Improvements put in place and the final 2009/10 assessment completed by March 2010

MILESTONE 23
Information Asset Owners identified and trained by March 2010.

IM&T Strategic Vision for 2014 Page 34 of 78 Chris Russ



IMTSTRATO02 v0.2 2010

In addition to having to meet the requirements outlined within the National Information
Governance Tool Kit, the Information Governance Team will continue to support NHS Bolton
in the areas outlined below.

Information Security

NHS Bolton takes the security of its data very seriously. During 2009 we responded to the
requirements outlined by the Department of Health resulting from some high profile data
losses experienced by other organisations.

NHS Bolton has introduced a range of measure to improve how we protect data, in
particular, personal or patient identifiable data.

These measures included:
e Encryption of Laptops (extended to include Desktop PCs).
e The introduction of Encrypted memory sticks.

e The introduction of ‘Port Control’ to manage who is able to copy data onto removable
media.

¢ Encryption of mobile devices such as Blackberries.
e A process for testing and automating the deployment of Windows updates.
¢ Enforcing of password changes on PCs, Laptops and Blackberries.

e Locking of Laptops that have not connected to the PCT network within 30 days for
security updates.

e Email Encryption to protect the transfer of confidential data.

In September 2008, following the appointment of an Information Security Officer NHS Bolton
approved its first Information Security Strategy.

The strategy sets out a range of broad objectives:

e The Trust will ensure there is a systematic and planned approach to the
management of information security by establishing an Information Security
Management System (ISMS) in line with ISO27001.

e The effectiveness of the ISMS will be continually improved through the use of audit
results, analysis of incidents, corrective and preventive actions and management
reviews.

¢ Allimportant information assets will be identified and appropriately managed and
protected. Any protection applied will be based on formally documented risk
assessments, to ensure that it is commensurate with the value of the asset and the
perceived threats.
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Actual and potential information security related incidents will be recorded and
responded to in a timely and appropriate manner; findings will be fed into the ISMS to
ensure continued and ongoing improvements.

Steps will be taken to ensure that internal and external transfers of confidential
information are conducted in a secure and safe manner, this will include, for
example, encryption of emails and removable media holding personal information.

All staff, contractors and other relevant parties will be made aware of the trusts
requirements for information security.

The trust will promote a culture of information security awareness.

Procedures will be established to ensure that information security requirements are
addressed during the commissioning of new services and/or systems.

Business continuity plans will be developed across all services to ensure the PCT is
able to continue with its core business functions in the event of a failure or loss of
systems or services. Appropriate procedures will be developed to ensure the timely
recovery or replacement of information systems and services. The plans will be
regularly tested and revised.

Systems and services will be regularly audited against information security related
policies and procedures. The results of such audits will be fed into the ISMS to
ensure continued and ongoing improvement.

MILESTONE 24

Over the life of this strategy, NHS Bolton will develop and implement plans to ensure
that the objectives detailed above are met and that Information Security becomes a
responsibility of every individual working in NHS Bolton

Registration Authority

NHS Bolton has well established procedures in place to manage access to NPfIT
applications and systems. The NHS Bolton Registration Authority is responsible for
registering and verifying the identity of NHS staff who need to use the NHS Care Records
Service and related IT systems and services, including:

Summary Care Record

IPM

Choose and Book

Electronic Prescription Service

Map of Medicine
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Whilst this service continues its ‘Business as Usual’ activities, work has commenced to
prepare for the impact that will result from the introduction of Lorenzo Regional Care in 2010.

Additionally in order to meet key requirements set out within the Health Care Records
guarantee, NHS Bolton will be introducing the concept of ‘Legitimate Relationships’ which
will only enable those people who need to see an individuals health record to have access to
it, and only to the information that they need.

MILESTONE 25
Support the implementation of Lorenzo Regional Care in 2010

MILESTONE 26
To review and respond to resource requirements as the work load increases to ensure

that we can still deliver a ‘Fit For Purpose’ service. Review to be completed by January
2010.

Data Quality

Data Quality is important to NHS Bolton as there are clear links with improving patient
safety, patient care and achieving better outcomes.

NHS Bolton believes that high quality information should be accurate, up-to-date, and free
from duplication and confusion.

Over the years much work has been achieved to improve Data Quality across a range of
systems:

¢ The achievement of IM&T DES Data Accreditation Standards in general practice
o De-duplication of records across all systems
e Population of all clinical records with the NHS Number

o The use of the NHS Number on all patient correspondence (The National Patient
Safety Agency for example, has highlighted patient misidentification as a major
cause of clinical risk).

¢ Improvements and consistency in the way data is coded.

Although this work is underway, it is fragmented in its delivery. There is no clear Data Quality
Strategy within the organisation, no real way of measuring improvements or providing
assurance that improvements are being made. It is also clear that some systems have fallen
off the radar.

Benefits of Data Quality

High quality data will improve the patients' experience of the NHS:

o Patients will receive better, safer care from the NHS if the information held about
them on the NHS Care Records Service is accurate, up-to-date and readily available.
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High quality data means that wherever and whenever a patient requires care, the
clinicians caring for them will have access to a complete, accurate and up-to-date
record.

NHS staff will see real benefits:

Having high quality information available means NHS staff can have a greater level
of confidence that they are advising patients about the best care for them on the
basis of accurate, up-to-date, complete information.

Quality data on demand, means NHS staff can spend more time treating patients and
less time searching, waiting for and checking patient information.

The NHS as a whole will also benéefit;

Better quality demographic and clinical information, compiled and collected to
common standards means the NHS will benefit from increased efficiency of its
people

The NHS will also be able to measure successfully and plan future capacity needs
more effectively.

MILESTONE 27
To develop an organisational data quality implementation strategy by May 2010

Data Protection and Confidentiality

All staff within NHS Bolton have a duty to comply with the Data Protection and Confidentiality
Policy which was revised in September 2008.

The policy describes the 8 principles of good practice within which NHS Bolton staff will

work.

Regular training sessions are provided to staff covering the following areas:

Personal responsibilities

Confidentiality of personal information

NHS Bolton Policies and Procedures to be aware of
Compliance with the Data Protection Principles

Individuals rights

Good practice guidelines covering security and confidentiality

Who to contact to get advice on Data Security and Confidentiality issues.
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MILESTONE 28

Over the life of this strategy we will continue to develop the knowledge and
understanding of Data Protection and Confidentiality and respond accordingly to
changes in legislation.

Training Services

The IM&T department delivers a wide range of training courses and services to staff around
NHS Bolton.

Courses currently being delivered include:
e Clinical Systems Training

Presentation Skills

E-KSF (Reviewer & Reviewee)

Data Protection and Confidentiality

Information Security

Wide range of courses that focus on the use of MS Office applications.
It is intended that we will continue to provide these courses whilst demand remains high.

Over the next few years the demands on the training team will be significant as we take
forward some key projects including:

e Office 2007
e SharePoint
e Lorenzo Regional Care

Office 2007 and SharePoint will provide staff with a range of tools that will increase their
ability to work more efficiently and collaborate better, using improved document
management systems.

Lorenzo Regional Care will have a significant impact on the IM&T Department in 2010 as we
will need to train over 2000 staff members over the summer period. During the following 3 to
4 years, as we take forward more advanced functionality, we will need to strengthen our
ability to meet the training requirements that will arise.

MILESTONE 29
All staff using [PM to be training in the functionality of LRC by September 2010

MILESTONE 30
Office 2007 training courses to be converted by November 2009
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MILESTONE 31
SharePoint training courses available from June 2010

MILESTONE 32
Review of training course portfolio to be undertaken by July 2010

Freedom of Information

NHS Bolton responds to over 250 FOI requests per year. Each year we see an increase in
the number of requests that we receive. The IM&T department will continue to co-ordinate
the returns to the requester.

In order to meet the requirements of the act, NHS Bolton is required to publish information
held by setting up and maintaining a ‘Publication Scheme’

It is intended that a review of this scheme will be undertaken in order to address some of the
impact that is felt from an increasing number of requests.

MILESTONE 33
FOI Publication scheme to be reviewed and developed by December 2010

Document Control and Records Management

NHS Bolton has established a range of policies and practices that it expects all staff to follow
when creating, using, retaining and disposing of records. These policies are available from
the current FOI Publication Scheme.

The IM&T department will continue to support and advise staff on best practice and the
implication that could result in not following best practice.

MILESTONE 34
During the life of the strategy we intend to run a new programme of awareness and
education events covering Document Control and Records Management.

Pseudonymisation of Patient Data

Guidance has recently been produced to NHS Organisations which has enabled us to
prepare a plan based on a local assessment of where we sit on the maturity model.

The maturity model tests a series of elements:
o Policies and procedures for approving access to identifiable data
¢ Flows of identifiable data and repositories
e Users of identifiable data

e Organisational awareness and training of usage and 1G
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Data Management

Pseudonymisation functionality

New Safe Haven and back office functionality

Access control functionality

User Registration, staff vetting and authorisation for local systems
End user applications

Business Process changes

Log and Audit trails for access to identifiable data.

The model has 5 levels of conformance.

MILESTONE 35
Assessment to be completed by the 2nd October 2009

MILESTONE 36
Scoring state 2(Level 3 Compliance) to be achieved by March 2011
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Information Governance — Milestone Plan

31/01/2010 31/03/2011
Formal review of the RA Resource requirements IG Toolkit assessment - New Requirements
31/03/2010
Improvements in place to address Gaps in IG Assessment

31/03/2012

IG Toolkit Assessment - New Requirements
30/06/2010

First SharePoint Courses deliver
31/07/2010

Review of training course portfolio 31/03/2013

IG Toolkit Assessment - New Requirements
02/10/2009
Pseudonymisation self assessment 01/08/2009 - 31/12/2014 31/03/2014

mplement the objectives of the Information Security Strategy IG Toolkit Assessment - New Requirements

( \
090099009 ¢ ¢ O O O

T T T T
01/p1/2010 01/01/20 [01/2012 01/01/2013 01/01/2014
03/08/2009 31/12/2014
\. J
vV
01/08/2009 - 31/12/2014 31/03/2011
Core IG Training Programme Pseudonymisation level 3 achieved
/
30/11/2009
Current MS Office Courses converted/to 2007 31/12/2010
FOI Scheme reviewed and developed
30/09/2010
Current IPM staff trained for LRC Care Management
31/03/2010

Information Asset owners identified and trained across NHS Bolton

31/05/2010
Data Quality Strategy developed covering all clinical systems
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Providing Business Intelligence

The Health Informatics Review describes the need
to deliver good quality, timely information posacement
presented clearly to those who need it.

The review also highlighted how
important information is to supporting oetverng
a wide range of research, planning sy?f'?:“"“
and management activities. Through

the NHS Care Records Service, we can collect
operational data and make this available for many
other purposes that assist in improving the quality, ke
efficiency and effectiveness of care, subject to

appropriate confidentiality and consent

procedures.

IM&T Management

overnance

Intelligence

Improving Business Intelligence

“The importance of information in the healthcare sector cannot be stressed enough. Only by
creating processes for reliable data transfer and systems for analysis can we accurately
ascertain the effectiveness and efficiency for each speciality”

(Professor Darzi, Chair of Surgery, Imperial College London.)

Business Intelligence is about getting the right information to the right people at the right
time, in the most effective format. The provision of intelligence and transparent information
to all staff, managers, patients, partners and clinicians that require it, is of paramount
importance. Intelligence and information needs to be managed at a level that is able to cope
with any future changes and reconfigurations of organisational form. The NHS Operating
Framework 2010/11 expects PCTs to agree their future structures by March 2010. The
outcome of this process will determine how information and intelligence is made available to
the respective parts of the organisation in the future. Any business intelligence
developments which commence in the interim must be fluid enough to ensure compliance
with any future business requirements.

The PCT has already gone through a certain amount of organisation change since the
previous IM&T strategy was produced. Intelligence requirements are now more developed
and more easily identifiable than was previously the case. Transforming Community
Services and World Class Commissioning clearly identified the need to have a robust
information model to underpin the delivery of these programmes of work. Intelligence
provision is fundamental to the organisations ability to understand its business, understand
the efficiency and effectiveness of services that are both commissioned and provided, and
enable clinicians to manage their patients whilst having access to the most up to date/real
time and reliable data.
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Much of the current information produced for NHS Bolton comes from the Information
Services department. The department supports the monitoring and intelligence needs of the
entire organisation. This currently involves the use of a number of different information
systems, some of which are part of the national suite of solutions, however, there are also
those which have been locally developed, where the national solutions are not sufficient or
unavailable. This leads to difficulties in a number of ways, ranging from inconsistent outputs,
lack of data quality, lack of data standards, unclear ownership etc. Itis crucial that as far as
possible, the output from these systems is brought together under standard processes in
order that maximum benefit is gained from the system and the data capture.

The aim within NHS Bolton is to ensure that data is only captured and reported once on the
principle of “getting it right first time”, with clear and simple actions and only very limited
manual intervention. The aim should be to avoid waste in the form of time and money spent
on duplicated recording, cleansing data, interfacing between different information systems,
matching and consolidating data from multiple databases and developing or maintaining
multiple and often out of date systems. This will help to reduce the burden of administration
as well as helping to ensure more accurate, reliable and timely data. This is consistent with
the central Government requirements to reduce the burden of data collection by 30%.

Analysis and the interpretation of data needs to be made available to support a range of
different approaches by different users, whether this be provision of ad-hoc query based
analysis, the regular production of specified indicators, modelling, benchmarking, etc, and
needs to focus on both strategic priorities and also operational business requirements. We
need to ensure that business intelligence needs for all users can be served in a timely and
efficient manner.

A framework for the provision of a robust Intelligence service needs to be developed around
the following key themes:

e Data Collection

o Data Management

e Analysis

e Interpretation in context

¢ Communication of messages
e Engagement with users

Each theme will require careful design, adequate resource and quality assurance processes
to enable the output to be fit for purpose.

Data Warehouse

As a first step to providing a solution to this, the IM&T and Information Services departments
have been working together with a strategic partner to review current data gathering
processes, national reporting requirements and strategic and operational business
intelligence requirements for NHS Bolton. A solution to the current lack of data warehouse
provision has been sought and will begin implementation during early January 2010. This
will be a long term project, which will continually evolve as the intelligence needs of the
organisation and the organisation form and culture develop.
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By de-fragmenting the capture and analysis of data, NHS Bolton will become better
equipped to make more confident decisions.

MILESTONE 37
Data Warehouse and Business Intelligence solution commence implementation January
2010

MILESTONE 38
Ongoing identification and delivery of business intelligence requirements throughout
the life of this strategy.

MILESTONE 39
Development of an Information/Intelligence Framework Summer 2010

Clinical Dashboards

“NHS clinicians are dependent upon good quality information and data to make sure they are
providing the right services to patients. They must have appropriate access to data
whenever they need it, in a usable format. The provision of a clinical dashboard will improve
the clinical team’s ability to focus on improving the quality of care locally. It will provide NHS
clinicians with good quality information that will help them make sure that they are providing
the right services to patients. It will give them appropriate access to data, whenever needed,
in a usable format and will present them with meaningful clinical indicators, defined

by local teams, in an immediate and impactful way.”

(Health Informatics Review 2008)

NHS Bolton was one of a small number of pilot sites selected to test this concept.

=
[A\'/z ] Bolton
Test Fracice ANDRMIBGODGAGERS [ese Regster  Practce Improvement  Gereral Practce [hss
Practice Name |PB2uxx Test Practice = View Report
~oft b #l [100w = T ] | Mot [Select o format =] £ B 4 2
Actrty Yestorday  Actmily Last 7 Days
2 2 Urgent Contacts Time Series (Weekly Summary)
Asnd E Ly
REH - = o
_ B |
Walk In . 1 & . . .
o : « 300~ . . . . - m =)
-~ . 0} l . . || . = l
Ot of g . J ! . m
Hours .
- - 100~
Admizs ]
BCU & 4 = - 4 0 v y - o 1 g -—|
e E F B §F B B
- E £ g B 3
g g g g g 2
L] =4 15 s & B
Dischs ¥ 1
REH & ) E ) !
BCU ' On Digease Register Frequem Contacts
Yesterday Last 7 Days festerday Last 7 Days
Total
(Exchuding - R -
Dischs)
-/ - - -

IM&T Strategic Vision for 2014 Page 45 of 78 Chris Russ



IMTSTRATO02 v0.2 2010

The picture above is an example of one of the screens that allows clinicians to review their
patient activity and drill down to patient-level information including any disease registers that
they may be on. This enables clinicians to deliver more pro-active care for their patients. The
Clinical Dashboard was developed by Clinicians for Clinicians and contains relevant, timely
data to inform potential improvements to the quality of Patient care.

This project has been piloted in a small number of practices and is delivering a range of
benefits.

The Benefits Anticipated

e To Reduce multiple urgent care attendances.

e To reduce the number of admissions to the Royal Bolton Hospitals NHS Foundation
Trust that are discharged under 24 hours.

e To reduce the number of ‘touch points’ to reach appropriate care, faster treatment
through better proactive care.

¢ Reduced length of stay.
¢ Drives the use of the NHS Number.

e Practices can see immediately who is on their disease registers and their activity in
order to provide better pro-active care.

e Better Management Information for clinical teams.

MILESTONE 40
Deploy the Clinical Dashboard across all practices who express an interest by March
2010

MILESTONE 41

Throughout the life of this strategy, we will build upon this learning and look for other
opportunities to deliver Clinical Dashboards on the back of other Clinical Systems such
as Lorenzo Regional Care.
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Business Intelligence — Milestone Plan

28/02/2010
Data Warehouse and Business Intelligence Live

2010

19/02/2010 - 31/12/2014
Ongoing identification and delivery of Business Intelligence (Clinical and Non Clinical)
AN

*00 o

01/01/2010 01/01/2011 01/01/2012 01/01/2013 01/01/2014
03/08/2009
16/08/2010
Development of an Information/Intelligence Framework
31/03/2010
Deployment of Clinical Dashboard across GP Practices who wish to adopt the technology
04/01/2010

Implementation of the Data Warehouse solution commences
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NHS Bolton remains committed to delivering a fully

Infrastructure

integrated NHS Care Record for all patients. The Management

delivery mechanism for archiving this is the
National Programme for IT (NPfIT).

Over the last few years significant progress has

Delivering
systemsto

been made in a number of areas which provides us enable service

with a good foundation on which to move forward.

Since the National Programme for IT commenced
the Bolton Health Economy has

transformation

Providing

advanced/completed the implementation of a Ineligence
number of key systems or enabling projects
including;

Deployment of PACS within the Hospital Trust providing access to PCT provided
services.

Choose and Book and Patient Choice (By the end of December 2009, the Hospital
Trust aims to ensure that all services are directly bookable).

The Electronic Transmission of Prescriptions (NHS Bolton became an early adopter
of ETP Release 1)

The Summary Care Record (NHS Bolton was the first PCT in the country to
implement the Summary Care Record for its population).

The Implementation of IPM (Lorenzo across nearly all NHS Bolton Services).

The Implementation of IPM (LE2.2 across the Royal Bolton Hospitals Foundation
Trust).

GP System of Choice.
IM&T Directed Enhanced Service (72% of practices signed up).
GP2GP Record transfer.

Map of Medicine.

Over the next 4 years work will continue to bring together these initiatives to form a fully
integrated NHS Care Record.

Addressing the Requirements of Provider Services

A significant part of this strate